
  

  

Datasheet   

Operational   Technology     
Secure   every   industrial   control   with   QOMPLX   

  

Attackers   who   often   have   little   or   no   expertise   with   Operational   Technology   OT   and   Industrial   Control   
Systems   ICS   systems   can   cause   serious   or   catastrophic   damage   in   an   operational   environment   by   
taking   advantage   of   connected   infrastructure.   In   many   recent   major   attacks,   the   IT   network   is   
compromised   and   consequently   the   OT/ICS   is   compromised,   forcing   OT   operators   to   shut   down   or   
otherwise   disrupt   operations,   often   at   a   steep   cost.   Real-world   kinetic   consequences   include   economic   
and   reputational   harm   to   the   OT/ICS   asset   owners   and   its   immediate   stakeholders,   reputational   harm   to   
the   specific   industry,   interruptions   to   the   supply   chain,   and   geopolitical   tensions.   

Challenge   
Access   to   operational   data   and   insights   has   become   essential   to   OT   and   ICS   asset   owners.   Applications   
and   services   between   IT   and   OT   networks   have   appeared,   effectively   dissolving   what   were   
aspirationally   known   as   “air   gaps”.    Traditional   OT/ICS   networks   have   become   more   “familiar''   to   common   
threat   actors   due   to   the   consolidation   of   OT/ICS   equipment   on   IP-enabled   networking   technology.   
This   allows   threat   actors’   commonplace   offensive   tooling   and   tradecraft   to   be   applied   to   once   unfamiliar   
OT/ICS   networks.   

  
Long-lived   OT/ICS   networks   and   legacy   investments   create   networks   which   have   a   lifecycle   measured   
in   decades.   Many   asset   owners   lack   fundamental   information   about   their   OT/ICS   networks   such   as   
accurate   inventories   of   hardware   and   software,   logs,   and   patch   management   information,   all   of   which   
are   essential   to   network   defense   and   incident   response.   

No   down   time   

The   merger   of   IT   and   OT   creates   a   number   of   security   challenges,   including   maintaining   consistent   
availability   and   metering   of   their   products   or   services.   These   goals,   often   specified   in   conjunction   with   
regulators   or   enterprise   customers,   have   driven   their   organizational   strategies.   

  
Availability   of   service   is   consistent   with   QOMPLX’s   approach   to   cybersecurity:   namely   that   security   is   a   
subset   of   reliability.   In   our   view,   reliability   means   meeting   the   established   standards   of    Confidentiality,   
Integrity ,   and    Availability    of   data.   For   OT/ICS   operators   this   means   properly   securing   connected   
infrastructure   against   cyber   threat   actors   so   that   incursions   or   breaches   minimize   impacts.   
Unfortunately,   defenders   are   often   hampered   in   practice    by   obsolete   operating   systems   and   protocols,   
unpatched   applications   (including   applications   that   cannot   and   should   not   be   patched   without   careful   
testing   and   coordination   with   manufacturers   or   safety   organizations),   and   dated   components.   

Invisible   assets   

Added   to   those   challenges   is   visibility.   Organizations   with   a   mixture   of   IT   and   OT   assets   often   have   
insufficient   visibility   of   what   is   on   their   network   and   use   patterns   around   those   assets.   The   increased   
use   of   technologies   like   VPN   (virtual   private   network)   and   RDP   (remote   desktop   protocol)   has   
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connected   previously   isolated   OT   systems   to   the   Internet,   but   many   are   still   invisibile   to   traditional     
IT   asset   management   programs   and   tools.   Dashboards   accessible   via   web   interfaces   or   even   mobile   
applications   have   made   OT   environments   easier   to   manage,   but   also   left   them   highly   vulnerable   to   
remote   cyber   attacks.   

Regulatory   compliance   

Finally,   governments   and   industries   around   the   world   are   demanding   more   of   public   and   private   sector   
organizations   that   manage   critical   infrastructure.   In   the   United   States,   for   example,   the   National   Institute   
of   Standards   and   Technology   NIST   has   published    cybersecurity   guidelines   for   critical   infrastructure   
since   2016.   More   recently,   an    Executive   Order   on   cybersecurity    is   refocusing   U.S.   government   efforts   on   
priorities   like   “zero   trust”   networking,   information   sharing,   resilience   and   incident   response.   Elsewhere,   
the    EU   Cybersecurity   Strategy    seeks   to   increase   cyber   resilience   of   critical   sectors   across   the   EU.     

Solution   

  
Figure   1   How   QCYBER   for   OT   is   implemented   across   OT   and   IT   networks   
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https://www.nist.gov/cyberframework
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/
https://ec.europa.eu/commission/presscorner/detail/en/ip_20_2391


 
 

  

QOMPLX’s   technology,   QCYBER   for   OT,   helps   you   secure   critical   infrastructure   by   helping   to   create     
an   accurate   full   asset   inventory   of   your   technology   environment   and   by   ingesting,   analyzing,   and   
auditing   all   of   your   data   including   activity   logs   created   by   your   firm's   IT   and   OT   assets.   We   monitor   
these   logs   to   identify   unusual   behaviour   and   can   provide   real-time   alerts   to   administrators   on   
suspicious   user   behaviors.     

Asset   Inventory    –   this   would   be   the   first   or   near   first   valuable   information   gathered   from   passive   and   
active   network   scanning   techniques.   Including   IP   addresses   and   open   OT/ICS   protocol   specific   ports   –   
advanced   scanning   that   would   allow   the   collection   of   device   and   port   specific   information.   

  

Benefits   and   Key   Features   

With   QOMPLX’s   cloud-based   QCYBER   for   OT   cybersecurity   software,   clients   get   full   access   to   our   
SCAN,   Identity   Assurance,   and   Privilege   Assurance   software.   Uniquely,   our   QCYBER   for   OT   validates   
both   ticket   and   token   authentication   protocols   using   our   proprietary   features.   
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Benefits    QCYBER   for  
OT   Solution    Key   Features  

Detect   and   rapidly   
respond   to   credential   
forgeries   and   
suspiciously   
over-privileged   users   
poised   to   harm   your   
OT   and   IT   systems   

Identity   
Assurance   

QOMPLX’s   Identity   Assurance   detects   catastrophic   cyber   
attacks   to   your   cloud-based   and   server-based   Identity   
Providers   by   verifying,   in   real-time,   that   each   user   is   who   
they   say   they   are.     

  
■ Proven   detections   against   common   

identity-based   attacks   and   other   techniques   used   
in   ransomware   and   other   high-profile   breaches   

Privilege   
Assurance   

QOMPLX’s   Privilege   Assurance   shows   you   all   potential   
attack   paths   and   weaknesses   in   your   infrastructure.     

  
■ Ongoing   visibility   into   threats   against   Active   

Directory,   including   data   exploration   and   
visualization   via   Graph   View,   Privilege   Assurance’s   
industry-leading   solution   for   understanding   the   
potential   or   actual   blast   radius   of   a   breach  

■ Using   advanced   diagnostics   will   uncover   the   most  
important   actions   needed   to   improve   Active   
Directory   security   and   protect   against   a   breach.   



 
 

  

  

 
  
  

Ready   to   learn   more   about    QOMPLXCYBER   for   OT ?   Contact   us   today.   
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View   your   external   
security   posture   

QSCAN   

QSCAN   uses   open-source   intelligence   (“OSINT”)   
collection   and   analysis   techniques   to   look   for   high-risk   
signals   that   are   valuable   to   attackers.     

  
■ An   external   and   internal   risk   assessments   and   

vulnerability   scans   that   shows   which   weaknesses   
a   threat   actor   could   exploit;   

■ On-demand   executive   security   experts   ready     
to   provide   guidance.  

Clear   insight   and   
visibility   into   systems   
security     

  
Unified   data   enables   
log   analysis   on   and   
across   every   system   

QOMPLXOS   

QOMPLXOS   solves   the   disparate   data   problem     
including   logs   by   providing   an   evergreen   &   singular     
view   of   all   your   available   data.   

  
■ A   scalable   solution   that   consistently   and   rapidly   

ingests   and   transforms   different   formats   of   data   
(sensor-based,   structured   batch   data,   or   free   
text).     

■ Our   pipelines   that   can   schematize   high-volume   
unstructured   data,   integrating   with   unique   
platform   analytics   components.   

+1   (703)   995-4199   info@QOMPLX.com   www.QOMPLX.com   

Why   QOMPLX ®   

QOMPLX   is   the   cloud-native   leader   in   risk   analytics.   We   help   organizations   around   the   world   make   
intelligent   business   decisions   and   better   manage   risk   through   our   advanced,   proprietary   risk   cloud.   
We   are   the   leaders   at   rapidly   ingesting,   transforming,   and   contextualizing   large,   complex,   and  
disparate   data   sources   through   our   data   factory   in   order   to   help   organizations   better   quantify,   
model,   and   predict   risk   in   areas   including   cybersecurity,   insurance,   and   finance.   For   more   
information,   visit    qomplx.com    and   follow   us   @QOMPLX.   

mailto:info@QOMPLX.com
http://www.qomplx.com/
https://www.qomplx.com/

