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Worried about identity and trust?
Identity Assurance spots and stops attacks on
your cloud’s identity service providers in seconds

In a world where thousands of data breaches can cause trillions of dollars in damage, you need
software that can detect and prevent a catastrophic data breach of your company’s cloud services
providers. We can protect you.

Authentication is the single most important technology control because identity is fundamental to your
organization’s operations and security program. That’s because all IT general controls — including
authorization, entitlement management, change management, incident management, software lifecycle,
and business continuity — depend on it.

Challenge
Hackers abuse trust in federated authentication environments, like Active Directory Federated Services
ADFS, to steal protected data. Once a hacker has gained initial access to your cloud network, stealing
your company’s data is practically effortless:

■ First, hackers leverage privileged access in the cloud environment,

■ Then, moving laterally, they subvert the security mechanisms organizations use to grant
access to cloud resources,

■ Finally, they seize administrator credentials and take control of cloud resources.

Crucially, hackers are not exploiting a vulnerability in ADFS, AD, or even AAD Azure Active Directory).
Rather, they’re abusing the trust established across the integrated components, which is why
authentication is so crucial to security.

The SAML attack vector, discovered in 2017, allows a hacker that’s compromised an Identity Provider
IdP to forge a SAML token. The attacker can then authenticate across every service that uses the
SAML protocol as a Single Sign-On (SSO security mechanism with that IdP.

A SAML attack wasn’t successfully used until spring of 2020, when it was facilitated through the breach
of SolarWinds’ Orion source code. The injection of malicious code into their Orion product allowed
attackers to install their own software, move laterally, and escalate privilege. In the SolarWinds’ case,
attackers used a variety of legitimate software and cloud hosting services to access the systems of
multiple U.S. federal agencies and nearly 20,000 companies.
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Solution
QOMPLX’s Identity Assurance software disrupts attacks by detecting the techniques common to all
large-scale breaches, including credential forgery and privilege escalation.

For nearly 10 years, QOMPLX’s Identity Assurance software has been the world’s foremost line of
defense against Golden Ticket and Kerberos attacks. Now, Identity Assurance’s new attack detections
bring world-class safety and security to your company’s cloud identity providers (IdPs), like ADFS.

Identity Assurance validates that each user who requests access is who they say they are, every time,
without false positives.1 Catastrophic data breaches of the past decade follow a similar playbook:

Key features
QOMPLX’s Identity Assurance solution ensures that identities issued by Active Directory (AD domain
controllers and cloud identity providers (IdPs)2 are valid and that they implement authentication
protocols correctly, whether using Kerberos or SAML.

Unlike our competitors, our Identity Assurance software validates the SAML authentication protocol
itself without resorting to time-delayed “rule of thumb” heuristics. That means, Identity Assurance can
detect catastrophic cyber attacks to your cloud Identity Providers, like ADFS, in near real time without
false positives.1,2 We filter the most relevant data to your security operations team.

Features include:

■ Attack detection templates: Use QOMPLX’s pre-built templates, aligned with the MITRE 
ATT&CK framework, to detect and alert on common cloud identity provider attacks.

■ Advanced detections: Detect and alert on advanced SAML token attacks — with the 
industries’ most accurate detections and stateful SAML protocol validation tools.

■ Administrator console: Verify that your enterprise’s most important control is working as 
designed, with real time updates. Take action using built-in incident management tools.

2 For supported cloud Identity Providers (IdPs).

1 Deterministic detections, when properly configured.
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■ Asset discovery: Identify all ADFS domain controllers on your network, not just those in your
inventory. Ensure that your asset inventory is complete and up-to-date.

■ Integrations: Using QOMPLX’s integrations to ingest, parse and normalize additional contextual
data from popular sources including Windows Event Logs. Send resultant alerts to external log
management or SIEM products.

Benefits
When attackers compromise authentication, the organization is compromised catastrophically. To stop
attacks before they damage your organization, QOMPLX’s Identity Assurance helps you:

■ Secure Your Cloud: Address a top CISO and CIO priority for 2021  strengthening your
security of your cloud identity providers against attack.

■ Detect Attacks: Detect stealthy attacks on your cloud, including SAML-based attacks like
the SolarWinds hack.

■ Shorten Dwell Time: Shorten attacker’s dwell time with timely detection in minutes rather
than weeks.

■ Enhance the Value of Existing Security Tools: Reduce the load on your existing security
tools including log management, security and incident management, and endpoint detection.

■ Maintain Control: Ensure that your most important IT general control — authentication —
operates with integrity.

Ready to learn more about QOMPLX’s Identity Assurance for Cloud? Contact us today.

1 703 9954199 info@QOMPLX.com www.QOMPLX.com

Why QOMPLX®

QOMPLX is the cloud-native leader in risk analytics. We help organizations make intelligent
business decisions and better manage risk through our advanced, proprietary analytics platform.
We are the leaders at rapidly ingesting, transforming, and contextualizing large, complex, and
disparate data sources through our data factory, in order to help organizations better quantify,
model, and predict risk in areas like cyber security, insurance, and finance. QOMPLX is
headquartered in Tysons, VA with offices in New York, Denver, London, Cambridge, Oxford, and
Montevideo. More information about QOMPLX can be found at https://www.qomplx.com/.
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